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DETAILED ACTION

1 . This is in response to the appeal brief filed on 3 December 2004.

2. Claims 1-50 are pending in the application.

3. Claims 29-46 have been rejected.

4. Claims 1-28 and 47-50 have been allowed.

Response to Arguments

5. In view of the appeal brief filed on 3 December 2004, PROSECUTION IS HEREBY

REOPENED. A new ground of rejection is set forth below.

To avoid abandonment of the appUcation, appellant must exercise one of the following

two options:

(1) file a reply under 37 CFR 1.111 (if this Office action is non-final) or a reply under 37

CFR 1.1 13 (if this Office action is final); or,

(2) request reinstatement of the appeal.

If reinstatement of the appeal is requested, such request must be accompanied by a

supplemental appeal brief, but no new amendments, affidavits (37 CFR 1.130, 1.131 or 1.132) or

other evidence are permitted. See 37 CFR 1.193(b)(2).

Claim Rejections - 35 USC §102

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the

basis for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless -

(e) the invention was described in a patent granted on an application for patent by another filed in the United

States before the invention thereof by the applicant for patent, or on an international application by another who

has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention

thereof by the applicant for patent.
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The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act of 1999

(AIPA) and the Intellectual Property and High Technology Technical Amendments Act of 2002

do not apply when the reference is a U.S. patent resulting directly or indirectly from an

international application filed before November 29, 2000. Therefore, the prior art date of the

reference is determined under 35 U.S.C. 102(e) prior to the amendment by the AIPA (pre-AIPA

35 U.S.C. 102(e)).

6, Claims 29-46 are rejected under 35 U.S.C. 102(e) as being anticipated by Levine U.S.

Patent No. 6,393,566 81.

As to claim 29, Levine discloses a method for time stamping a document comprising:

a. receiving a time stamp request at an outside agency at a first time, the

time stamp request including identifying data associated with the document

[column 3, lines 54-67];

b. creating at the outside agency a time stamp receipt based on the

identifying data and a time indication [column 3, lines 41-53]; and

c. generating at the outside agency a message authentication code based on

the time stamp receipt and a secret key [column 4, lines 22-28]; and

d. transmitting the time stamp receipt and the message authentication code

to the requestor [column 5, lines 39-65].

As to claim 30, Levine discloses that the identifying data comprises a digital

representation of at least a portion of the document [column 5, lines 39-65].
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As to claim 31, Levine discloses that the identifying data comprises a digital sequence

derived by appUcation of a deterministic function to at least a portion of the document [column

5, lines 39-65].

As to claim 32, Levine discloses that the digital sequence is a hash value derived by

application of a one-way hashing function to at least a portion of the document [column 5, lines

39-65].

As to claim 33, Levine discloses that the time stamp receipt includes a copy of at least a

portion of the identifying data concatenated with the time indication [column 5, Unes 39-65],

As to claim 34, Levine discloses that the time stamp receipt includes a digital sequence

derived from the identifying data concatenated with the time indication [column 3, lines 41-53].

As to claim 35, Levine discloses that the time stamp request further includes an

identification number associated with the requestor [column 5, lines 25-37].

As to claim 36, Levine discloses that the message authentication code comprises a

numeric representation generated by application of a deterministic function to the time stamp

receipt and the secret key concatenated together [column 6, lines 9-29].

As to claim 37, Levine discloses generating a second message authentication code based

on the first message authentication code and a second secret key [column 5, lines 39-65].

As to claim 38, Levine discloses transmitting the second message authentication codes to

the requestor [column 6, lines 9-29].

As to claim 39, Levine discloses the step of encrypting the first secret key to generate an

encrypted key [column 7 line 57 to column 8 line 9],
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As to claim 40, Levine discloses transmitting the encrypted key to the requestor [column

7 line 57 to column 8 line 9].

As to claim 41, Levine discloses a method for time stamping documents comprising:

a. receiving at an outside agency a certification request, the certification

request including a time stamp receipt and a message authentication code

generated on the time stamp receipt [column 4, Unes 22-28];

b. validating the message authentication code at the outside agency using a

secret key [column 5, lines 12-38];

c. certifying the time stamp receipt if the message authentication code is

valid using a cryptographic signature scheme [column 5, Unes 12-38].

As to claim 42, Levine discloses that the step of certifying the time stamp receipt includes

signing the message authentication code at the outside agency using a cryptographic signature

scheme [column 5, lines 12-23].

As to claim 43, Levine discloses that the step of certifying the time stamp record includes

signing the time stamp receipt at the outside agency using a cryptographic signature scheme

[column 5, lines 12-23],

As to claim 44, Levine discloses including the step of transmitting the certified time

stamp receipt to the requestor [column 5, lines 39-65].

As to claim 45, Levine discloses that certifying the time stamp receipt at the outside

agency comprises signing the time stamp receipt with a private signature key [column 5, lines

39-65].
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As to claim 46, Levine discloses that certifying the time stamp receipt at the outside

agency comprises signing the message authentication code with a private signature key [column

5, lines 39-65].

Allowable Subject Matter

7. Claims 1-28 and 47-50 are allowed.

As to claim 1, prior art does not disclose or fairly teach e. receiving a certification request

at the outside agency at a second time, the certification request including the time stamp receipt

and the message authentication code. Prior art does not disclose or fairly teach f validating the

message authentication code at the outside agency using the secret key. Prior art does not

disclose or fairly teach g. certifying the time stamp receipt at the outside agency using a

cryptographic signature scheme if the message authentication code is valid.

As to claim 15, prior art does not disclose or fairly teach d. encrypting the first secret key

with a second secret key to generate a key message. Prior art does not disclose or fairly teach e.

generating a second message authentication code based on the first message authentication code

and the first secret key using a third secret key. Prior art does not disclose or fairly teach f

transmitting the time stamp receipt, the first message authentication code, the second message

authentication code, and the end key message to the requestor. Prior art does not disclose or

fairly teach g. receiving at the outside agency at a second time a certification request, the

certification request including the time stamp receipt, the first message authentication code, the

second message authentication code, and the encrypted key message. Prior art does not disclose

or fairly teach h. decrypting at the outside agency the encrypted key message to recover the first

secret key. Prior art does not disclose or fairly teach i. validating the second message
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authentication code at the outside agency using the third secret key. Prior art does not disclose or

fairly teach j. validating the first message authentication code at the outside agency using the first

secret key if the second message authentication code is valid. Prior art does not disclose or fairly

teach k. certifying the time stamp receipt at the outside agency using a cryptographic signature

scheme if the first message authentication code is valid.

Any claims not directly addressed are allowed on the virtue of their dependency.

Conclusion

8. Any inquiry concerning this communication or earlier communications from the

examiner should be directed to Aravind K. Moorthy whose telephone number is 571-272-3793.

The examiner can normally be reached on Monday-Friday, 8:00-5:30.

If attempts to reach the examiner by telephone are unsuccessfiil, the examiner's

supervisor, Ayaz R. Sheikh can be reached on 571-272-3795. The fax phone number for the

organization where this application or proceeding is assigned is 703-872-9306.

Information regarding the status of an application may be obtained from the Patent

Application Information Retrieval (PAIR) system. Status information for published appHcations

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished

applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR

system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).

Aravind K Moorthy

April 15, 2005


